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IHOOPMALINHA BE3MNEKA

[MiknyeMocbh Npo Bi3Hec KiEHTa CborogHi Tay
ManmbyTHbOMY

3acTocoBytoymM BaraTnin 4OCBiL PO6OTU 3 NTOKaNbHUMM Ta iIHO3EMHUMK KOMMaHIgMU, Moore Hafae
KOMMAEeKT Nocnyr BiANOBIAHO A0 iHAMBIAYaNbHUX MNOTPE6 KMIEHTIB.

[ani nogaHo nepenik pilleHb iHbopMaLlinHOoI 6e3neKu, 3a AKMMK Hallla KOMMaHig MoXe HadaTu

MOBHMUM CMeKTP Mocnyr. MNMakeT «<BNpoBayKeHHa Nig Ktod» MiCTUTb: NiA6ip BiANoBigHOo pilleHHs

I1B, dopMyBaHHSA MPOEKTHOI AOKYMeHTaLlii, BNpoBamyXeHHA i KoHdIrypaLia pilueHHA, dopMyBaHHSA
BHYTPILLHbOI AOKYMeHTaLii, HABYaHHSA NMepcoHasny Ta nogasnblla flokanbHa TexHiuHa NigTpUMKa Big, HaWMX
cepTUdiKoBaHMX GaxiBLLB.

YneHu Haloi KoMaHOM 3MOXKYTb 3a40BO/IbHUTM Balli HAMBMUMOITIUBILLI MOTPebun y chepi BNpoBadXKeHHs
KOMIMIEKCHUX pPilleHb, CTBOPEHHA MPOEKTHOI AOKYMeHTaLii abo iHLW KX nocnyr ranysi iHbopMauinHoi
6e3neku.

MOPTOEJIb NMOC/YT TA PILLEHD

MOCNYIrn TA KOHCAJITUHT: AlMNAPATHE TA NMPOIrPAMHE
. . 3ABE3IMNEYEHH4A:
BnpoBaoykeHHa piweHb IB1IT;
MepLwa NiHig TEXHIYHOI MIATPUMKMY; BeHpopcbKe nporpaMHe 3ab6e3nevyeHHs;
Po3pobka NPOEKTHOI JOKyMeHTaL,i; BeHpopcbKi anapaTHi pilleHHs;
HaBuaHHA 33 aBTOPCbKUMU | cepTUdIKOBaHUMM MeperkeBe o6nagHaHHS:

MeTonAnKamm, - KomyTaTtopu pisHUX TUMIB i KOHIrypauin;
TecTyBaHHA Ha NPOHMKHEHHS; - MaplpyTmnsaTtopu Pi3HUX TUMIB | KOH)IrypaL,in;
Pospobka M3; - BaraTodyHKLioHanbHi MacwTaboBaHi MepeykeBi
ITTa |Ib ayouT. MPUCTPOT;

- Touku 6e30pOoTOBOro AOCTYMY;
BesnpoTosi MocTy;

KoHTponepu 6e30p0TOBUX MEPEXK.

Hawa Miciga — 4onomMorTm

( CepBepHe o6nagHaHHs:

H3LI%MM K/1IEHTaM B " . AnapaTHi i BipTyanizoBaHi cepBepw;
YCrILWHOMY PO3BUTKY IX - MelHbpenmMu.

6i3Hecy, HagatouKM SKiCHi Ta CUcTeMU pe3sepByBaHHS Ta 36epiraHHs AaHUX;
HaalHI PILUEHHSA. Po6oui Micus;

MepudepitHe obnagHaHHS.

IHOOPMALIMHA BE3MEKA



MOPT®EJIb PILLEHD 3
KOHTPOJ1IO OOCTYIY

3axUCT Ha NepenoBoMy pybexxi

KOHTPOJ1b OOCTYNY OO0 MEPEXI
(NETWORK ACCESS CONTROL)

dyHKLUioHanbHWM 3aBgaHHAM NAC € 36ip iHdopMaLi
npo Byab-aKi MPUCTPOI, aKi NigKMtoYaoTbCH 00
Mepexi (HoyTOyK, MpuHTep, IP-TenedoH, BOT...) 3
Oynb-aKoi ToUKM | Byab-akmMM criocobom (Ethernet,
Wi-Fi, VPN ..), i B aBTOMaTUYHOMY PEXUMI MyCTUTU

/ He NycTUTU / MyCTUTI 3 OBMEXKEHHAMM OaHUM
npUCTPIn abo KopUCTyBaYa.

Pe3ynbTaToM BMPOBagyKeHHS Takoro pilleHHa byae
MoBHa BUOMMICTb Balloi Mepexi 3 KOHTponem
[OCTyny Ta BiAMNOBIOHICTIO perynaTtopHMM BUMOTaM.
MNoBHa Ta MNOCTiIMHA BUOMMICTb Mepexki Hagae
KOHTPO/b Hafd 6yab-aKMMK 3MiHaMM.

YMNPABJTIHHA MOBIJTbHICTIO
MnanPUEMCTBA

(UNIFIED ENDPOINT
MANAGEMENT)

PilleHHA LbOro Knacy ABMATbL COO0 eAnHY
KOHCO/b YMNpPaB/iHHA MOBINbHUMK MPUCTPOSMM
opraHisauii (HoyTOYKM, MIaHLLETU, CMaAPTHOHM

...). Cepepn, dyHKUIOHaNbHUX MOXKTMBOCTEN LIMX
pilleHb € Habip TeXHOMOrIiM, MPoLeciB i MONITUK
079 yrnpaBniHHA | 3ab6e3nedeHHs 6e3nekun
KOPMOPaTUBHMX i OCOBUCTUX MOBINBHUX
MPUCTPOIB. Lle 3AiMCHIOETLCA LNAXOM YMPaBiHHA
napameTpaMm 9K caMmx MPUCTPOIB, TaK i
KOPMOPaTUBHUX OOAATKIB.

BUKOPUCTaHHA TaKMX CUCTEM LO3BOMAAE BUPILLNTU
npobnemMy PO3MUTOro NepmmMeTpa opraHisauii Ta
CKOPOTUTK diHAHCOBI Ta penyTaLinHi PU3MKK, LWLO
rMoB'a3aHi 3 KIHLEBUMU MPUCTPOAMU (0COBUCTUMU
260 KOPMoPaTUBHUMM).

BATATOOAKTOPHA
ABTEHTUDIKALLIA
(MULTI-FACTOR AUTHENTICATION)

CyTHICTIO BMPOBaAYXXEeHHSA TaKMX pillleHb €
BMKOPUCTaHHA KOMBiHaLii maponiB i 4OOaTKOBMUX
dakTopiB. KoMbBiHaLig UMX gaHuMx aBage coboto:

1) pakTop BONoOAiIHHSA (Te, Lo B MeHe €): KoM 3 CMC,
e-mail, MoBinbHWX goaaTkie, USB-Ktoui Ta iHLe;
2) daKTop BNacTUBOCTI (Te, YMM 4 €): BigBUTKM
nanbLiB, panay>kHa obonoHKa oka.

Cy4acHi pilleHHSA MPomnoHyoTb 6e3Mi4 TeXHOMOoTI
0na peanisauii 6aratodakTopHoi aBTeHTUIKaLlii,
30KpeMa 1 3 BUKOPUCTAaHHAM LUTYYHOrO iHTENEeKTY.
Lle 4O3BONUTbL LOOATKOBO 3aXMCTUTK Baluy
OpraHizaLito Bif 3MIOMIB i KpPagiXXoK OaHMX, @ TaKOX
OMNTMUMI3yBaTK NpoLec aBTeHTUdIKauii Bawmx
CcniBpOGITHUKIB.

OHOBJIIOBAHI BA3U 3ATPO3
(THREAT INTELLIGENCE)

PiweHHa Threat Intelligence BMKOHYOTb pOsib
KiGeppo3BiAKM, MONOBHMM 3aBAAHHAM AKOI €
OTPUMAHHA | aHanNi3 gaHMX NPO aKTyasbHi 3arpo3u
3 METOIO MPOrHO3yBaHHA MOXIUBUX aTak i ix
3anobiraHHa. ETanu npoBegeHHa po3BiaKu:

1) 36ip i akyMynaLia gaHWX Mpo 3arpo3un 3 pisHux
yKepen B €OUHY CUCTEMY,

2) ix 36arayeHHs,

3)aHani3 i 3aCToCcyBaHHA OTPMMaHUX 3HaHb.

MigBULLEHHA KOMMEeTeH LT cniBpobIiTHMKIB 3aBASKMN
NoAi6HUM IyKepenaMm crnpuse ix ebeKTUBHOCTI, a
TaKOXX Haga€ Bam 3axUCT Bif, HOBUX 3arpos.

KOHTPOJIb OOCTYNY
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MOPT®EJIb PILLEHb AHAJTI3Y TA
SAXUCTY MEPEXI | SACTOCYHKIB

3axuCT, ONTUMI3aLLis | aHani3 Ha3eMHOI i/abo BipTyanizoBaHoI

IHPPACTPYKTYP

3AXUCT B1O MEPEXXEBUX ATAK
(DDOS PROTECTION)

Bce 6inblua KinbKiCTb OpraHi3aLii CTUKaeTbCs

3 PO3MOAINEHNUMM aTaKaMK, | BOHU HEYXUTbHO
NPU3BOAATbL 00 30UTKIB. [1epenoBi pilleHHs, aKi
LWIBWOKO | YITKO BM3HAYaloTb 3N0AKICHUIN Tpadik,
HaOakoTb 3aXMCT Bif TakMX aTak. Ix anroputmm
3aXUCTATb 9K Bif MPOCTUX O6'EMHIKX aTak, TaK i Bif,
KOMMEKCHUX Ta TaKMX, LLLO CKMAAHO BU3HAUUTK.

3abe3nedyeHHa 6e3nepepBHOCTI CepBiCy € OOHVM 3
rONTOBHUX MNPIOPUTETIB 6GaraTboX KOMMaHil. 3axmcT
Bio DDOS € ofHWM 3 pillleHb, Lo 30aTHi 3a6e3neynTi
Lifogo6oBMIA OoCTyN A0 Bawimx cepsiciB.

MUBOKUN AHATI3 ®ANNIB
(SANDBOX)

LIinboBi aTakn HaTeMep MOXKYTb XOBATMCA B PI3HOIO
TNy dannax, aki HAACUIATLCA Y BUMIA4I MOLWTOBMX
BKIadeHb, a60 > y dalnax OHOBMEHb. IX BUSBNEHHS
BMMarae npoBefeHHsa mMmMbokoro aHanisy B
i30NbOBaHOMY cepenoBuLLI. MpoBedeHHsA Takoro
aHanisy BUKOHYHOTb «MiCOYHMLLI», SKi 3anycKatoTb
nigo3pini dannm BcepennHi i3oNboOBaHOrO OTOYEHHS.

HeobxiaHiCcTb B HaaBHOCTI MoAibHMX pilleHb
BUK/IMKaHa TUM, LLLO OAHE BiOKPWTE NoLuToBe
BKMageHHA HeyBa)KHUM CriBpoBiTHUKOM abo
iHCaaepoM 34aTHe NMPU3BECTM 4O MOBHOI 3YMUMHKM
6i3Hec npouecis.

YMPABJTIHHA ®AEPBOJIAMU
(FIREWALL POLICY MANAGER)

Pa3oM i3 3pocTaHHAM iHOpPaCTPYKTYPU
CrocTepiraeTbca i HarpoMaayXKeHHs BiNbLUOT KiNbKOCTI
MepeXKeBMX eKpaHiB. Y KOH®IrypaL,ii KOYKHOro 3 HMX
MPWUCYTHI MPaBuNa, 9Ki MOXXyTb KOHOMIKTYBaTV MiXK
Cco6010 i 3rofoM MepeLLKOAXKaTU AOCTYNY NPUCTPOIB i
[0oOaTKiB Mixk coboto.

3AXUCT MEPEXI TA BACTOCYHKIB

FPM 6yne HagaBaTy pekoMeHaaLlii 3 KoHdirypauii
MepeXeBUX eKpaHiB. B pe3ynbTaTi BV oTpuMacTe
OMTMMI30BaHy KOH®IrypaLito i iIHbpacTpyKTypy.

3AXUCT BEB-OOOATKIB
(WEB APPLICATION FIREWALL)

Ha BigMiHY Bif, KNAaCUUYHUX MEPEXXEBUX EKPAHIB,
BMKOHYETbCA AEeTaNlbHMI aHani3 Tpadiky
NPUKNagHOro piBHA. B pe3ynbraTi Takoro

aHanisy pileHHs 6yane BUABNATV aHOoMasbHi abo
LWKiOAMBI 3anNUTK 0O A0AATKY i 3anobiratm atakum
MPUKNaAHOro PiBHSA. 3a paxyHOK 6/1O0KyBaHHA
3MEHLUYETbCA HaBaHTa)XeHHA Ha obnagHaHHs i
3abe3neuyeTbcs 6e3neka 3acTocyHKiB. lNepeBaroto
TaKKX pilleHb € 3a6e3neyeHHs 3axmLLEHOCTi 6e3
HeobXiaHOCTI 3MiHKM Kooy AoAaTKiIB.

AHAII3 MEPEXXEBOIO TPADIKY
(NETWORK PERFORMANCE
MONITORING AND DIAGNOSTICS)

BrKopucToBytoumM cneLianizoBaHi pilleHHa onga
BUABMEHHA MPUYMH AerpagaLii cepsicy, KOoMaHaM
MOXYTb €KOHOMUTU SIK Yac, TaK i KOLWTY BIoayKeTY.
Y BENMKUX MePEeXeBUX CepefoBULLAx HepiaKo
MOYKHa 3iTKHYTUCS 3 PI3HUMK MpobneMamu,
HanpWKNag HU3bKa WBWAOKICTb Nepenadi Tpadiky
MIXK OKPEMUMMU BY31aMM Mepexi. PilLEHHAM MOXKe
B6yTU BUABNEHHS By3bKKX MicLib (bottleneck),
HeoNTUMaNbHOIO BUKOPUCTaHHA MepPeXeBoro
KaHany i aHoManim Tpadiky. Bce Le BUKOHYETbCA
3a AOMOMOrO aHani3y CTaTUCTUYHUX JAHUX, WO
ooepytoTbed vepes IPFIX abo xFlow pisHUX Bepcil.

BUKOpPUCTOBYIOUM TaKi pPilLEHHSA, MOXHa
nepernaHyTu npiopmtesauito Tpadiky, Wo
nepenaeTbcs, BUABUTM | MPUCKOPUTU MOBIMbHI
3aCTOCYyHKM. B pe3ynbraTi MOXKHa 3Ha4YHO
OMNTUMI3YyBaTU | MPUCKOPUTU apXITEKTYPY.



BUKOPUCTAHHS
OVNHAMIYHIX LINENA
(DECEPTION)

[o3Bongae NpUCKOPUTU NPOLLEC BUSIBIEHHS
MPWCYTHOCTI 3TOBMUCHMKA B iIHPPaCTPYKTYPI

[10 CeKYH[, / XBUMWH, YNOBINbHUTM abo MOBHICTIO
i30/1t0BaTK aTaKyto4voro i 3ynMHUTK aTaky. [4n1a Lboro
BUKOPWCTOBYIOTbCH MPUMaHKM - MacTKu/ceHcopu,
AKi pO3ropTatoTbCs B iIHPPACTPYKTYPI 3a NiveHi
XBUAMHW. 30BHI MpaBWBi Ta BPa3uMBi CyTHOCTI
0e3iHboPMYyIOTb 3/TOBMUCHMKA | CUTHANI3ytoTb
Npo HeneriTMMHY aKTUBHICTb. BogHo4ac BiacyTHE
3aMBe HaBaHTaXXeHHS Ha IHPPACTPYKTYpY i He
CTBOPIOIOTHCA JOAATKOBI TOYKM BiAMOBMU.

BE3MEYHUU BIOOANEHUA
OOCTYN
(SECURE REMOTE ACCESS)

TaKi pilleHHa 4OMOMOXKyTb 3a6e3MneumnT
6e3meyHnin LOCTYN SO KOPMOpPaTUBHKMX AOAATKIB
He3aneXHo Bif MicLa po3TallyBaHHA KOPUCTYBaYiB.
BioganeHM KopuUcTyBavaM HagaeTbca 6e3rneyHe
BMKOPUCTAHHSA pecypciB Yepe3 LWndpoBaHi

TyHeni (VPN). MpoLuec BCTaHOBNEHHSA 6e3ne4yHoro
3'egHaHHA MOyKe ByTU aBTOMATU30BaHUM. TaKi
PilLEHHS MOXYTb BUKOHYBATU QYHKLiItO €OUHOI
TouKM BXxoay (Single sign-on) i HagaBaTW AeTanbHy
3BITHICTb.

Y pe3ynbTaTi BioganeHum gocTtyn ang
CNiBPOBITHUKIB CTaHe KOHTPO/IbOBAHUM i
6e3rnedHrM. BignoBigHO BUKOHAHHA KPUTUYHKX
po6IT BiobyBaceTbcs Habarato ornepaTUBHiILLE.

MEPEXXEBI EKPAHW
HACTYIHOIO NOKOJ1IHHYA
(NEXT-GENERATION FIREWALL)

Pa3-y-pa3 BUPOOBHWMKM pilleHb iHpopMaLlinHoi
6e3rnekn 06'eaHyOTb GyHKLIIOHAN AeKiTbKOX
pilleHb B OAHOMY PilleHHI, TaKUM YMHOM
CTBOPIOIOUM pillleHHA HOBOro Knacy. MoaiéHa
cuTyauis Bin6ynacsa 3 Firewall, IPS Ta iHWKWMK aKi
nomictunmca 8 NGFW.

CTmncnmnim nepenik QyHKLin:
Packet filtering;
Network address translation (NAT);
URL blocking and virtual private networks (VPNSs);
Quality of Service (QoS);
Intrusion prevention;
SSL and SSH inspection;
Deep-packet inspection;
Reputation-based malware detection;
Application awareness;
Full stack visibility and granular control.

MepeBaroto BNPOBaLYKEHHSA TaKOro pilleHHsa €
MOXX/TUBICTb BiAMOBM Bif iICTOPUYHOI CAALWMHN Yy
BMIMAOI FPYNM CTapUX PilLleHb, @ TAKOX MOXMBICTb
onTUMiI3aLii BUTpAT Ha MepcoHan i NigTPUMKY Ta
iHDpacTpyKTypW.

3AXUCT MEPEXI TA 3ACTOCYHKIB
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MOPTOEJIb PILLEHDb WOOO
SAXUCTY KIHLEEBUX TOYHOK

3axMCT 00OaTKIB, pobo4YmMx Miclb, CepBeEpPIB | pearyBaHHA

KOHTPOJ1b OOATKIB
(APPLICATION CONTROL)

[ns 3axmcTy Ta 3anobiraHHa BTOPrHEHHS Ha KiHLEBI
TOYKMW, AK-OT HaCTIIbHI KOMM'OTEPU | cepBepM,
OKPIM BUKOPUCTAHHA AMHAMIUHUX BINnX i YOPHMX
CMWCKIiB, HEOBXIAHO KOHTPOMOBATH, UM OO3BOMEHI
BUKOHaHHA Pi3HUX dparMeHTiB Koay. Takox
nepeBaroto 6Gyae MOXIMBICTb KOHbIrypauii pisHMX
CTYMeHIB KOHTPOMIO Haf TUM, LLO A0OATOK MOXKe
POBUTU, KO BiH MpaLoE, | KoKW BiH B3aemofie 3
CUCTEMHUMU pecypcamMu.

3a HagBHOCTI NoAibHOro pilleHHa CYMHO3BICHMI
Petia He MaB 61 Takoro edekTy. [10 BCiX 3aCTOCYHKIB
(oopaTKiB), LWLO 3aMyCKatoTbCH, 3aCTOCOBYOTHCSH
nonepeaHbo HanalWTOBaHI MOMITUKMW, i, BIiAMOBIOAHO
00 HUX, HAOAETbCA BCTAHOBIEHA CTyrMiHb CBOGOAM.

KOHTPOJ1b MPUCTPOIB
(DEVICE CONTROL)

MoyKnmBICTb KOMitoBaTW AaHi Ha HoCIi, | moganbLua
pobOoTa 3a MeXXaMm KOMMaHii, Ay»e 3pydHa i
npucKoptoe 6arato poboumx npotiecis. OgHak Taka
3PYUHICTb HEYXWIbHO MPW3BOAUTb 40 CEPMO3HUX
PU3UKIB BTPaTK abo Kpadixkkn AaHmx. OCKinbKun
30BHILUHI HOCIT iIHPOopMaUii K i paHille 3aMMatoTb
NPOBIiOHI NO3MLLi cepen ypa3nuemx codep B
iHbopMaLilHiM 6e3neli, iCHYe rocTpa HeobXxiaHICTb
3axXUCTY Bifl BUTOKY OaHMX, WO 3HAaXOAATbCH Ha
30BHILLHIX HOCiaX. [1N§ LbOro BUKOPUCTOBYOTbCS
PilleHHSA, AKi 3aCTOCOBYIOTb MOMITUKW Be3neKu i
wnodpyBaHHSA. KOHTPOMb 3a A0TPUMAHHAM TaKMxX
MOMITUK BUKOHYETbCA odiLlepamMm 6e3nekn 3 eauHOI
naHeni. CucteMa 3BiTiB 403BOJIAE B Ki/lbKa KNiKiB
BM3HAYaTK, HACKINbKMN ePeKTUBHUMM € MONITUKMA
6e3neKu.

3AXUCT KIHLEBUX TOYOK

AHTUBIPYCHU
(ANTIVIRUS)

€ OQHWM 3 NepLunx pilleHb iHbopMaLinHOI
6e3nekun. BaykKo yaBUTU NtOAMHY, Sika He
CTMKanacs 3 PisHMMKM BEHOOPaMK, L0 HafatoTb
CBOIi aHTMBIpYycK. CnoYaTKy NpaLoBaiv B PeXXUMI
PEaKTUBHOIO 3aXMCTY. XapaKTePHO PUCOIO
TaAKOro 3aXUCTy € BUSIBIEHHSA BILOMMWX 3arpo3s

3 BUKOPUCTAHHAM 3HaHb NPO AINAHKK Koay i
IHLIKMX YHiIKanbHUX 0COBAMBOCTEN LKIOMBMX
nporpam. [INng KOpeKTHOro Ta ePeKTUBHOIO
3axXUCTy aHTUBIPYCHa NMporpamMa NoBMHHa MaTK
HaWcBKiLWi 6a3un BipyCHUX c1rHaTyp. Toai 3'aBMBCS
MPOAKTUBHMIN 3aXUCT - 3aXUCT Bif, HEBIOOMUX
BipYyCiB, 3aCHOBaHWW Ha PO3yMiHHI ocobnmBocTein
Kooy i moBefiHKM, XxapaKTepHMX ANa wkignmeoro M3.

BaraTo aHTUBIpYCiB HaTenep € YacTUHo abo
OCHOBOIO BinblU CKNAOHWX PilleHb.

LW DOPYBAHHA
(ENCRYPTION)

LLle ogHUM MporpaMHUM iHCTPYMeEHTOM a4
3anobiraHHa BUTOKIB KOH®IOEHLUIMHUX OaHUX €
WndpyBaHHS HOCITB iHPopMalLiii. Moro MoxkHa
BMKOHATM Ha MNiaHLuleTax, HoyTOyKax i HaCTiNbHUX
MK nig ynpaeniHHam Windows. Lle go3BonunTb
3anob6irT BUTOKY KOH®DIAEHLIMHUX OaHUX,
30KpeMa y pasi BTpaT abo KpamdixkKi obnagHaHHS.
Mpw WndpyBaHHi AMCKa BCi AaHi Ha HbOMY
CTaloTb HE3PO3YMINMMMIK ONA CTOPOHHIX OCib,

LLIO, B CBOIO Yepry, AonoMarae goTpmumyBaTucs
HOPMaTMBHO-TPAaBOBMX BUMOT. Liel iHCTpyMeHT
CYMICHUIN 3 TpaaULUIMHUMK, TBEPOOTINMbHUMM i
camoLlmndpyBanbHUMM HaKoMMYyBadaMm.
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BUABJIEHHA TA PEATYBAHHA HA
3AIrPO31N HA KIHLLEBUX TOYKAX
(ENDPOINT DETECTION AND
RESPONSE)

g

BUABNEHHA CKNagHMX HaLiNeHUX aTak € HEMPOCTUM
3aBOaHHAM. LLle cknagHiwe WwemaKo i epeKTUBHO
BigpearyBaTtu. a9 LUMX Linen BUKOPUCTOBYIOTb
MNPOrpecmBHI piLLeHHS, 9Ki, 9K NpaBuio, 06'€qHyTbCs

3 LLEHTPOM MOHITOPUHIY Ta pearyBaHHS Ha iHUMOEHTU
iHpopMaLinHoi 6e3nekun (SOC), a TakoXK ABMNAIOTb

coboto KMiEHT-cepBepHY apxiTekTypy. [aHi noain, Lo ﬂ
BiAOyBatoOTbCA Ha KiHLLEBUX TOUKaxX Mepexki, 6eanepepBHO J
3anmcytoTbesd, 0BPOBMIITLCSA | aHaNI3yoTbCa g
BUABNEHHSA 3arpo3 iHbopMaLinHi 6e3neui B pexxmmi
peanbHOro Yyacy. MoyxyTb BUKOPUCTOBYBATUCA XMapPHI
nAaThopPMmM 06'EMHUX AaHUX, SKi BKTIOYAOTb arperosBaHy
iHPopMaLito NPo Norpo3n. Taki MNaTopPMM 4O03BOMNAOTL:
BUABMAATM PaHille HEBIOOMI 3arpo3u, MOpPiBHIOKYM
iHbopMaLLito MPO MOTOYUHI Ta BXXe HafABHI AaHi pob6o4mx
CTaHLin; 06'enHyBaTK CNy>kK6bn 3arnobiraHHs, BUABIEHHS,
pearyBaHHg, MOLLUYKY 3arpo3 iHbopMaLinHin 6e3neui

3 KEPOBaHMMU cepBicaMun B €0MHY NNaThopmy, 4nq
CMpoLLeHHA 3abe3nedyeHHs iHbopMaLinHoi 6e3neKn
opraHizaduiii.
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MOPT®EJIb PILLEHDb LLOOO
SAXUCTY OAHUX TA

OBJ1IKOBUX 3AMUCIB

3aXxuCT, 3aI_IO6iFaHHFI, BUABEHHSA BUTOKIB HYYTIMNBUX OaHWNX

i 0B6MIKOBMX 3aMMCiB-KOPUCTYBaYiB

KOHTPO/1b MPUBIJIEMOBAHUX
OBJ1IKOBUX 3AMUCIB
(PRIVILEGE ACCESS
MANAGEMENT)

Kntoui Bif, KOponiBCTBa - Tak Ha3MBatoTb
npuBinenoBaHi obnikoei 3anucu. Lle 3ymoBneHo
BUCOKMMMW afMIHICTPATUBHUMM MOBHOBAXEHHAMM.
ToMy 30INCHEHHS MOHITOPUHIY | KOHTPOSO

LLMX 3aMMCIiB, yNPaBRiHHS iX aBTeHTUdIKALED |
aBTOpU3aLi€to, MpPoBeoEHHS ayAUTY BUKOHYBaHMX
HUMMW OiN, KOHTPOAb OOCTYMNY i 3aMmcK ix cecin

€ KPUTUYHO BaXXNTMBMMM 3aBOAHHAMMK nepes,
nigposainom 6e3nekn. DyHKLLIOHa OXOMJOE:

1) ueHTpanizoBaHe yrnpaBniHHA 061iIKOBUMM
3anvcamu 3 npueineamy;

2) ayomT Oin npuvBinemnoBaHMX cNiBpOGITHUKIB,

3) ynpaBniHHA Maponamu;

4) KOHTPOSb AOCTYNY CMiBPOBITHWKIB 00
aOMIHICTPaTUBHWX PeCYpCiB;

5) ynpaBniHHA MpouecoM aBTeHTUIKaLIT i
aBTOpM3aLi;

6) 3aMunC i KOHTPOb Cecil.

Pe3ynbraToM BripoBamykeHHa PAM 6byne
3axULLEHICTb Bif, 6inblUOl YaCTUHU HaLLiTeHUX

aTakK i JOTPUMaHHA PerynaTopHUX BUMOT.

Odiuepn |Ib MaTUMYTb BMEBHEHICTb Y AOTPUMAHHI
MapoibHMX NONITUK i 3anobiraHHi HeGaxkaHMx

Oin. CniBpobiTHUKM IT oTpUMatoTb ePeKTUBHUI
IHCTPYMEHT OOCTYyMNYy A0 KPUTUYHOI iIHDPaCTPYKTYpPU.

10 3AXUCT OAHUX TA OBJTIKOBUX 3AMUCIB

3AIMNOBITAHHA BUTOKY OAHUX
(DATA LEAK PREVENTION)

MiHIMi3yBaTV MOXNMBICTb BUTOKY AaHMX MOXKHA
3aBOSKM HACTYMHMM LigM Ta onepauiaMm, Wo
BUKOHYIOTbCH Ha pPerynsapHi OCHOBI:

BuaBneHHsa Ta aBToMaTM30BaHe B34TTA Mif
KOHTpPONb KoHIOeHUinHoi iHdopMaLii Ha BCiX
KOPMOPaTUBHMX pecypcax.

Peanizauia nonituk, npae i 610KyBaHHA onepaLlin
He3aneXXHOo Big MicLLe3HaxoOXXeHHsa OaHUX.
BaknmBo peecTpyBaTh iIHLUMAEHTU, NepeMillaTn
B KapaHTUH Migo3pini nogii i onepaTtuBHO
MOBIAOMMAATM NPO 3adiKCOBAHI IHUMAOEHTW.

Mopanblue KoperyBaHHs i CTBOPEHHS HOBUX
MoniTUK 6e3mnekun. MNMofanblle KepyBaHHA PilLEHHAM
Ha OCHOBI HOBWX i 3MiIHEHWX JOKYMEHTIB. 3arafibHM1I
aHani3 cMTyallii i aBToMaTu30BaHa MiaroToBKa
3BITHOCTI LLOAO 3HWMYKEHHSA PU3UKIB.

3aBOsKM BMPOBaOYKEHHIO Ta NpaBUIbHOMY
HanalWTyBaHHIO TaKMX PilleHb CaMi KOPUCTYBaui
OynyTb 3axuLLeHi BiO nepenadi 4yTnmBoi iHbopMallii
3MTOBMUCHMKAM.



3AXUCT | MOHITOPUHI BA3
OAHUX (DATABASE ACTIVITY
MONITORING)

Ona onTmMmisauii Ta 3axmMcTy 6a3 4aHMX HEOOXiaHO
MPOBOOUTU MOHITOPUHI aKTUBHOCTI 6a3 OaHuUx
He3a/eXHo Bifg, TUMY | BUPOBHUKA pilleHHd, Lo
BMKOPMCTOBYETbCA B iIHPPACTPYKTYPi. MOHITOPUHI
MPMBINEMoBaHMX KOPMCTYBAYIB 40O3BOAE
BiOCTe)XXyBaTW BCi fii, L0 BUKOHYIOTbCH B 6a3i gaHuX,
| BUABMATM HETUMOBI | aHOMarbHi Aii. [JoNOBHIOETbCSA
Lle MOHITOPUHIOM aKTUBHOCTI MPOrpPaMHOro
3abe3neyeHHs, B TOM Yac 9K J0OaTKM MNpaLooTb

3 6a3aMu gaHux. B pe3ynsraTi BUABNAKOTbLCS
CniBPOBITHUKM, AKi BUKOHYIOTb HEMEriTUMHI ajii
6e3nocepenHbo abo BUKOPUCTOBYOYM OOOATKM.
3aBOSKM BUKOHAHHIO aHanily, TaKi pilleHHa
3axXMLLAOTb Bif, aTak, HalineHux Ha 6a3n gaHux.

BEKAMYBAHHSA | BIAHOBJ1IEHH4A
OATA LEHTPIB

(DATA CENTER BACKUP AND
RECOVERY SOLUTIONS)

Y OyXXEeHTeNbMEeHCbKMIN Habip byab-aKoi opraHisaLlii
06OB'A3KOBO BXOAMTb PilleHHs Ana 6eKanyBaHH4.
KoprnopaTuBHI pilleHHs ana 6exkanyBaHHA
06'enHyOTb B CObi 3aXUCT BipTyanbHOro i disnYHOro
cepenoBULLa, CMPOLLYIOTb Pe3EPBHE KOMitoBaHHS,
a TAKOXX MatoTb MOXK/TMBICTb CTBOPIOBATM
MOMEHTasnbHI Konii BipTyanbHMX MaLLWH 3aBOAKMN
iHTerpauii 3 TakMMmM TexHonorigMu, ak Volume
Shadow Copy Service i VMware vStorage API for
Data Protection. Bce Lie 003BOMIE CKOPOTUTU
BMKOPMUCTaAHHSA pecypciB npoLecopa, nam'aTi i
BBEOEHHA-BMBEOEHHA HA BipTyaslbHMX XOCTax.
3aBOdaKM CBOiM cnevianisaLii AaHi pilleHHS MOXXYTb
BMKOHYBAaTU pe3epBHE KOMitoBaHHSA Ha OMNCKMU,
MarHiTHI CTPIYKM | B XMapy.

YMNPABJTIHHA OBJTIKOBMU
3AMNCAMU | JOCTYTIOM
(IDENTITY AND ACCESS
MANAGEMENT)

[0na 3abe3neyeHHs HaneXHoro piBHA 3aXMLLLEHOCTI
opraHisauii NoTpibHO OTPUMATU NMOBHOLLIHHY i
aKTyanbHY KapTUHY LLIOAO 06MiKOBUX 3aMMCIB,
MPUCYTHIX B iHbpacTpyKTypi. JOCArTW LIbOoro
MOXX/TMBO 3aBAAKM MPOBEAEHHIO PEryNapHOro
ayauTy ob6niKoBUX 3ammciB, 36opy AaHUX

MPo 06MiKOBI AaHi, LLLO BUKOPUCTOBYIOTbCA Ta

He BMKOPUCTOBYIOTbCSH, iX MpuBinei, 4ocTyn

i ynpaBniHHA HUMK. BaxXNMBUM aCcleKToOM
OMTMMI3aLLii PpoBOTU | BUKMIOYEHHS MIOACHKOrO
daKTopa € aBTOMaTKM3aLlia MpoLeciB 3ay4yeHHa
HOBOIO CMiBPOBITHMKA B OpraHi3allito, 3anmLLeHHS
HWUM Mocaam abo nepeMillleHHs Ha iHLLYy nocaay.
IAM 30aTHMW NOAErLLIUTU XXUTTS 9K PaxiBLUAM 3
6e3reKu, TaK i CiBPOBITHMKAM iHLLIKWX Nigpo3ainis.

MOHITOPUHTI TA YTPABJ1IHHA
noaidaMm BE3NEKA
(SECURITY INFORMATION AND
EVENT MANAGEMENT)

SIEM noTpibHa ang oTpMMaHHe | aHanisy
iHpopMaUii. OTpMMyBaTU L0 iIHOOPMaLLiItO MOXXHA
3 pi3HMX oyKkepen, ak-oT 3 DLP-cuctemu, IDS,
MapLLPYyTMU3aTOPIB, MbXXMEPEKEBUX EKPaAHIB,
CepBepIB TOLLO. MOTMBALLIED A9 MOKY MKW TaKOro
pilLeHHS MOXe CTaTW KoJlocalibHa KifbKiCTb
06'eKTiB, 3a NOLIAMU AKX HEOBXIOHO CTEXXUTU. He
€ NMOOOMNHOKMMU CUTYALLIi, KON 30BHI HELLKiOAMBI
rnogii, Npn NpoBeAeHHI Kopenauii, HecyTb B cobi
3arpo3y. NpunycTiMo, BigbyBaeTbCcs BianpaBKa
NMCTa 3 YyTIMBUMU A9 KOMMaHii LaHUMK
NIOOVHOLO, LLO MaE Ha Lie MpaBo, ane Ha agpecy,
LLLO 3HAaXO4MTbCS NO3a CTaHOAPTHOrO KOola Moro
agpecarTiB. DLP cucteMa Lboro Mo)xe He BianoBUTH,
ane SIEM, BUKOPUCTOBYIOUM CTaTUCTUKY, BXKE
3reHepye iHUMOeHT.

YMNPABJTIHHA OHOBJIEHHAMMU
(PATCH MANAGEMENT)

3a HagBHOCTI BE/IMKOI KiflTbKOCTIi HOPpMaTUBHMX
BMMOT | CTOPOHHIX 0OOaTKiB, CXUAbHUX 00
BPa3NMBOCTEN, HEOBXiAHE KOMMIeKCHe
yrpaBiiHHA NaT4aMu | OHOBMEHHAMU. Byab-aKi
3MiHM B KOH®IrypaLlii MO)XyTb MOPYLLUUTU NOTIiKY
HanalToOBaHMX NpoLieciB. g 3anobiraHHA
TaKWX CUTyaLli HeobxioHO MpoTecTyBaTH
OHOBNEHHA i MaTyi. He BapTo BUMyCKaTu 3 yBarm
MOXK/TMBOCTI 3 aBTOMaTM3aLlii, AKi 3HU349Tb Yac
MPOCTOIO i HAaBaHTaXKeHHSA Ha IHDPACTPYKTYPY.
LesKi pilleHHs 003BOAAIOTb LWBUOKO BUABMATH
ypa3snuBocTi B Windows, Mac OS, Linux i cCOTHAX
CTOPOHHIX goaaTkis (Acrobat Flash / Reader, Java,
Beb6-6pay3epu TOLLO), @ TAKOXK LIEHTPani3oBaHO
po3ropTaTty MonepeaHbo NepeBipeHi NaTyi.

MOHITOPUHTI MAMIJIbHUX
OXXEPEJ]
(DARK WEB MONITORING)

PilLeHHs LIbOro Kracy iHOEeKCYyoTb BE6-CTOPIHKM
caMoro fapkBeba, Telegram-kaHanu, KpUMiHanbHi
dopyMU, MapKeTMIENCH i iHLWI Axkepena. TaknMm
YMHOM, MoMepenyXKatTbCA PU3NKM, MOB'A3aHI 3
Heba)KaHMMK BUTOKaMK JaHWX, | opraHisaLlis
OTPUMYE MOXXUBICTb 3aXMUCTUTUCS Bif 30BHILLHIX
3arpo3s. [oNoBHUMU NepeBaraMm TakMx pilleHb

€ aBTOMaTu3aLig i MOXXUMBICTb BUABMAATH CaMe

Ty HeobXiaHy iHbOopPMaLLito 3 yCbOro po3MaiTTd i
LLYMY, IKa 36epiraeTbca Ha CTOPiHKaxX JapKHEeTa.
BUKOPUCTaHHA TaKKMX PilLleHb BiAKPWUBAE MOXKIMBOCTI
0719 BiOCTEXXEeHHS BUTOKIB 06MiKOBUX OaHUX
KOPMUCTYBaYiB, KOHbIAEHLiIMHOI iHbopMalLlii y BUrnaai
[OKYMEHTIB, TEXHIYHMX OaHWX, IHTENEKTYanbHOI
B/1aCHOCTI abo » OaHMX Balwwmx KnieHTIB.



MOPTOEJIb PILIJEHb 3 ONnT
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Bl/IpO6Hl/IKaMl/I € MOXK/IMBICTb HadaHHA 9KICHOro cepslcy Ta
3abe3neyeHHa HaMBULLMX BUMOT KJliEHTA.

[

NOPT®ESb PILLEHD 3
OMTUMI3ALLII 3ACTOCYHKIB
(APPLICATION PERFORMACE
MANAGEMENT)

PilleHHAMM 3 oNTUMI3aLLii pO6OTM 3aCTOCYHKIB €
iHTeNeKTyanbHi NNaTGopPMM, LLO LLBUOKO OKYMatOTbCSH.
3aBOsKM CBOIM YHIBEepPCanbHOCTI 3aCTOCOBYOTbCA
TaKOXX /19 3aCTOCYHKIB i3 CydaCHUMU apXiTEKTYpPaMU.
MpPUHLMN POBOTU MOAATraE B MepexonaeHHi
KOHTEKCTYaNlbHMUX JaHUX PIBHA MPOrpaMHOro Kogy

3 MPMUB'A3KOI0 3@ YacoM OJiF BCixX TpaH3aKLin —end-
to-end. NMapanenbHO BUKOHYETbCA MOHITOPUHT, 3
MOMEHTY KJliKa KopucTyBaya, PopMyBaHHA 3anuTy B
6a3i JaHMX, MOro JOCTaBKM i Y 3BOPOTHOMY HaMNpPaMKY.
yepes BCi KOMMOHEHTU apXiTEKTYPW. 3aBAAKM

MOBHIMN Ta rMmnbokKin getanizauii 100% TpaH3aKLUiv Ta
iHppPacCTPYKTYpPM 3ab6e3MeUyeTbCca BUCOKOLLBUOKICHE
BMAB/IEHHA MepLionpuumH npobnem. Cneuianisauicto
€ 3abe3nevyeHHs HeobxigHOro pPiBHA BUOMMOCTI,
MOTPIOHMNA KOHTEKCT Ta 30aTHICTb A0 aganTauii —

BCe Te, WO NOTPIOHO AMA MPOAaKTUBHOIO YCYHEHHS
npo6reM 3 NPOOYKTUBHICTIO POBOTU 3aCTOCYHKIB i
npobnem, aKi BNIMBatoTb Ha AOCBIL KOPUCTYBada.



HALLA KOMAHOA

3aBOaKku 3HaHHAM | BaraToMy OocBiay, Wo 6ynm HabyTi B MPOLLECI
criBrpaui 3 TOKanbHMUMWM Ta IHO3EMHUMUM KOMMAHIAMMK, Hala
KOMaH[Oa rapaHTye eKCNepTHMM Niaxia 0o BUpiLLeHHa 3aBOaHb
KMNIEHTA.

AKOBJIEB OJIEKCIW, KEPIBHUK BIOAINY
IHHOBALINHUX NMPOEKTIB

Onekcin 9koBneB € KepiBHMKOM Bigainy iHHOBaLiMHMX MPOEKTIB.
Onekcin Mae baratmi gocein HagaHHs IT nocnyr 9k MpUBaTHUM
KNiEHTaM, Tak i aepykaBHOMY ceKTopy. Bionogigae 3a BNpoBaayXeHHs
KoMn'toTepHUx MmeTomiB ayamTy (CAAT) Ta IT-nporpam, LWo onTUMI3ytoTb
npouecu BeeHHs BizHecy Ta ayamnTy. BnpoaoBX OCTaHHIX POKiB
Onekcin npautoe B chepi 6NOKUENHY Ta 3aMMaETbCH OOCHIOKEHHAM
NpPaBoBMX Ta GiHAHCOBMX MUTaHb, MOB'A3aHMX 3 MPUNHATTAM L€l
TEXHONOTIii Ha YPSO40BOMY Ta KOPMOPaTUBHOMY PIBHSX.

AL
Hnnm

HACOHOB BITANIN, KEPIBHUK
OEMAPTAMEHTY IHOOPMALINHOI BE3IMNMEKU

BiTanin HacoHoB — gocBigyeHmni paxiBellb, WO npautoe B chepi
iHpopMaLinHoi 6e3neku. MPoMLIOB LWASX Bif aHaniTMKa Ta iHeHepa
pilleHb iHpopMaLiMHOI 6e3nekn A0 KepiBHMKa AenapTaMeHTy. Mae
OOCBIf, peanisaLlii KOMMIEKCHMX MPOEKTIB 3 BMPOBaIXXEHHSA pilleHb
iHpopMaLiMHOI 6e3neKn y BENUKMX KOMEPLIMHUX | AepXaBHUX
opraHisauisx.

ol
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HALLUI MAPTHEPWU
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Hawi KoHTaKTK:

T: +380 63 170 8884
T: +380 44 206 1030
E: info@moore.ua
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